nSTEIEHAIE
1. ALIEZLAT=MA R REE irewalld:
@ FARm<SIT I Efirewall-cmd
@ {EFAEF. T Efirewall-config
@ {8/ etc/firewalld/FPRIECE 4
ERHDERT, FTENEERERENY, BRAECEAREEETRN, LUXM5iEEH
BEERREHR.
f£ CentOS7 F, ERiNZEfirewalld FIEFACAFEZOEE T Efirewall-config, {F/3
root AFIEIT Mas <RI LG E
~]# yum install firewalld firewall-config
LA firewalld, MES root AFIEIT FHlaE<:
~]# systemctl disable firewalld.service
~]# systemctl stop firewalld.service
ZEHiptablesflip6tablesfREZ & irewalldULA root BUMEITLA TS, Fc2EF
firewalld, SAfGZEE iptables-servicestEFH, LAroot BN T &S
~]# yum install iptables-services
iptables-services I2FEHE S T iptablesfRsSFlip6tablesfRss, SAIFLA rootBHIETT
iptables #0 ip6tables &<
~]# systemctl start iptables
~]# systemctl start ip6tables
~]# systemctl enable iptables
~]# systemctl enable ip6tables
FE) firewalld, MLArootlBFSMHIMALITEGS:
~]# systemctl start firewalld.service
FHEsfirewalld, ULArootFIFSHEAU TGS :
~]# systemctl enable firewalld.service
gnRfirewalldfEiz1T, WAL THSHE:
[root@localhost ~]# systemctl status firewalld.service
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor
preset: enabled)
Active: active (running) since — 2017-05-15 21:55:26 CST; 12min ago
Docs: man:firewalld(1)
Main PID: 2565 (firewalld)



CGroup: /system.slice/firewalld.service
L—2565 /usr/bin/python -Es /usr/sbin/firewalld --nofork --nopid
BoHb, FaTLAE S firewall-cmdis S SRIEEEEIEFHTIRE
[root@localhost ~]# firewall-cmd --state

running

2, ST I Bfirewall-emdZiFLEPEEAIRIFE, BEEAMNABINT:

1. FKEfirewalldIk7s
[root@sunday-test ~]# firewall-cmd --state

[rootPserverl " 1#f firewall cmd --state

running
2, EARRZINEHIFM TERMELXKIE:

[root@sunday-test ~]# firewall-cmd --reload

[rootPserverl “1#f firewall-cmd --reload
SUCCESS

WNER(RER--complete-reload, KK EEHBEEX.
3. FREZISRIXIGFIZER

[root@sunday-test ~]# firewall-cmd --get-zones

[root@serverl “I# firewall-cmd --get-zones

block dmz drop external home internal public trusted work
X< RATEO RIS

4, REVFRBSZSAYBRSS

[root@sunday -test ~]# firewall- cmd ——get services

"It firewall-cmd --get-s
ClerT bacula t1cul1 clie

P 1Lp |llcnf ips

%‘EE/V\EHJH:.'FH&::T ﬁu‘BmE’J%”U%
IRss RfirewalldFr{ERRYA XInCFIETATRNIES . WEFIRIIRS =& irewal diRS T
BEEZTIBEHNE. BABRT, RERSEERNA. ERTEGSHUFIHERRIR

5.

BEHHEAERHRS, LU TEB RBEEEE
# cd /usr/lib/firewalld/services/



ipp-client .xml
ipp.»ml

ent . xml

ing into and
on 4a
. You need the ope
option
ocol="tcp"

ﬁﬁgﬁJLEEE’JHER, REATEHNERTENE. i, MEFBHRII— P rhmphRss,

im[51935, 8%, BE—PMRSEHITE,
[rootRlocalhost “1# cp ~u ibAf i
[root@Plocalhost " 1# cd e irewalld/services/

[root@localhost servicesl# 1s -1
total 4
-rw-r---——. 1 root root 463 Apr Z:

B RIBERIS RN MBS ”rtmp me”
B SRITHARIESUERISLER. A, MidiROS, LMMERTMPIRSSGEA, I TFERR.

<?xml version="1.8" encoding="utf-8"7>

{service>
{short>rtmp<{/short>
{description>to allow rtmp serviced{sdescription>
{port protocol="tcp"” port="1935"/>

{/service>

BEiefirewalldiRFEEEFINERE, IEIEXEIZE.

# firewall-cmd --reload

AHARSREEEE, 1517 FTEASIREEREIRSFIE.

# firewall-cmd ——get services

5‘ 'a’%ﬂ!ﬁﬁﬁi?vﬂgICM P%‘Sﬁ:

[root@sunday test serV|ces]# f|rewaII cmd --get-icmptypes

) rche t parameter-problem redirect router-adve nt rout
—solicitation source-guenc

NS TN— ————
6. FlHSEEMNKILAEH (IS aIRs k)

[root@sunday-test services]# firewall-cmd --list-all-zones



FRRE: FRMEOTLARE MBI XIEREE, 0: IRSS. WmOFMMYNES. inO/BUERE .
fR%E. ICMP 1=Z&E B E ANZE
[root@serverl " 1I#t firewall-cmd --list-all-zones

block
interfaces:

sSources:
services:
ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:

dmz
interfaces:
sources:
services: ssh
ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:

TFENGSESyIHEMXiEgblock, dmz, drop. external, home, internal,
public, trustedLARwork, WIRKEHABEBFEAMN (rich-rules) | ERANIRSEE
im0, XEXIFEBBESDREDTIHE

7. WiRiR2BEAMNEE. NREBRXE, BERIRAKBIIER.

firewall-cmd [--zone=] --list-all

[rootPserverl " I#f firewall-cmd --list-all
trusted (default, actiwve)

interfaces: enn33554992

sources:

services:

ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:

mibiEE X ERRYE It

[root@sunday-test services]# firewall-cmd --list-all --zone=public



[root@serverl " I#f firewall-cmd --zone=public --list-all
public (active)
interfaces: enol6?777736

SOUrces:
services: dhcpvb-client ssh

ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:
BEMIAXIR
[root@sunday-test services]# firewall-cmd --get-default-zone
[rootPserverl " I# firewall-cmd --get-default-zone
trusted
publicXis 2 EAIA X,
EX A/ etc/firewalld/firewalld.confaaie X 5k DefaultZone=public,
9. RERGAXI
firewall-cmd --set-default-zone=[X1g43
[root@serverl “1# firewall-cmd --set-default-zone=drop
SWCCESS
[root@serverl " 1# firewall-cmd get-default-zone
drop
RABAKIE P EERYE O RFTAEERBEENFTRIEAKE, SanEsIiEEEAZ
Wi,
10, FRENERDAYRIDY
[root@sunday-test ~]# firewall-cmd --get-active-zones

[root@serverl "1# firewall-cmd --get-active-zones
drop

interfaces: eno33554992
public

interfaces: enolb?77736

XEmSERU TS mEE N XSO
X132
interfaces : #0%
11, REEORNXIGNEESFHMXIFFIXMEOSENESENMEORB T

zonefy:

firewall-cmd ——get—zone—of—interface—]%IZI%

[root@serverl "1#f firewall-cmd

publiu

XA R RO BRI XKERTR.




12, &0 (W-F) HEINZIXR

firewall-cmd [--zone=] --add-interface=#[1%4

[root@serverl " 1#f firewall-cmd --add-interface=enol6?7?77736
SUCCESS

MEEOARTXE, EOGHRENEIXE. WRXKEEER T, BERFAKE. ZFOE
BEIIEEEENA.
13, (EUEOFEXIR

firewall-cmd [--zone=] --change-interface=#z%3
[root@serverl “1# firewall-cmd --zone=trusted --change-interface=enol6?7?7736

SUCCESS

XMEIS --add-interface iR, BRIAROELFET A —IXEEIIRE, 1%ZO
B IIEFTAIX L,

14, MEiZRFR—MEO

firewall-cmd [--zone=] --remove-interface=1Z[%

[rootBserverl "1# firewall-cmd get-active-zones
drop

interfaces: eno33554992
trusted

interfaces: enol6?77736
[rootBserverl "1# firewall-cmd --zone=drop --remove-interface=-eno33554992
SUCCEsSS

i MRENMEORET(EEZone, BPAXNEONFIEEIEEFERZIARIZonefTHN
15, EEORERETFT— X%
firewall-cmd [--zone=] --query-interface=#£[%7

[root@localhost "1# firewall-cmd --query-interface=enol6?77736
yes

AR ERR T, SERBIAXIE
16, FZEXiRHEARIIRSS
firewall-cmd [ --zone= ] --list-services
[root@localhost " 1# firewall-cmd list-services
dhcpub-client ssh
AR ERR T, (ERBIAXIE
BEhomeXIEFHEARS

[root@sunday-test ~]# firewall-cmd --list-services --zone=home
[rootPlocalhost " 1#f firewall-cmd --list-services —--zone=home
dhcpvb-client ipp-client mdns samba-client ssh

17, ERANSWRIBRERFAAMEERE, LA ERIASR

[root@sunday-test ~]# firewall-cmd --panic-on

[root@localhost " I#f firewall-cmd --panic-on

success
18, FARSWRE



firewall-cmd --panic-off
19, SRR

firewall-cmd --query-panic
EiiExiR By L EE firewall-cmdiUFEMT: #man firewall-cmd

IREHIIM:

1. FIF—EWL, &&firewalldp X EEHIERIA XIE 2B X 15 ?
2. BREXIEERAX B A work X 1

3. BEIMNBIMN-RZRINEIwork X1z

4, BFEworkXEAIFG XN, FEESH

5. FREXApingEMAAYIPHELE, AIMSATLUEE

6. FcEGRAEMIVINSIEL,, BETFrEiERE, SRIAHBEEpingiE
7. XAMNSIER, EFAJLApingi@



